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’r‘reeCodeCamp(A) /news  /forum /learn

16 MARCH 2017 / #TECH

The future of the open internet — and our way |
of life — is in your hands

B Quincy Larson
/B The teacher who founded freeCodeCamp.org.
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M e S S e n ' e r Most famous social network sites worldwide as of
August 2017, ranked by number of active users (in millions)
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>50% - 1&1
~14% - Gmaill
~11% - T-Online s
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Internet » Demographics & Use » Leading U.S. consumer e-mail providers 2017, by age

Primary e-mail providers according to consumers in the United States as of January

2017, by age group

Google (Gmail)
83.5%
Yahoo

Outlook (Hotmail)
AOL

iCloud

Comcast

Other
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This statistic shows the most popular e-mail provider
according to consumers in the United States as of
January 2017, sorted by age group. During the
consumer survey, 83.5 percent of respondents aged
14 to 18 years stated that they used Gmail as their
primary e-mail provider. Yahoo was ranked second
with 6.9 percent.
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Personal And Social
Information Of 1.2 Billion
People Discovered In Massive
Data Leak

[DV12BillionLeak]




28.

"status": "created",

"guid": null,
"positions": [{
"id": null,
"title": "security evangelist, hacker, principal consultant",
"description": null,
"location": "saint louis, missouri, united states",
"position_type": "Current",
"company name": "night lion security",
"company url": "twitter.com/nightlion",

"start date_year": 2015,
"end date_year": null,
"start date month": 9

"end date_month": null,

"company website": "nightlionsecurity.com",
"company size": "1-10",
"company_industry": "information technology and services"
1,
"source": "PDL",
"scheduled": null,
"full name": "vinny troia",
"first name": "vinny",
"last name": "troia",
"url profile": "https://www.linkedin.com/in/vinnytroia",
"id_external profile": "vinnytroia",
"short bio": "ceo, federal cyber / risk mgmt pro, hacker, problem solver, boundary breaker - featured: fox / cnbc / abc at night

lion security. ceo, it risk management pro, hacker, problem solver, boundary breaker - featured: fox / cnbc / abc. cyber security
pro | fedramp, fisma, nist guru | ethical hacker, hacking forensic investigator.

keynote speaker,
cyber evangelist, keynote speaker, nist csf dissertation

| risk management, nist, fedramp. hacker, phd, cyber evangelist,

cybersecurity keynote speaker, osint, dfir, security evangelist. hacker,

author. health, environment and safety. greater st. louis area.",
"is_deleted": fal
"created_id": 1111,
"created dt": 1565870400000,
"updated_id": 1111,
"updated_dt": null,

"timezone_id": null,

"timezone name": nul

"timezone_geocoding_latitude": null,

"timezone_geocoding_longitude": null

MY am T AarmadtammT. "Thal1are v TN € EMAITI IS qssma board aoababasi

cyber security pro hacking forensic investigator

nist csf dissertation author. hacker,
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heise online ) News )11/2019 ) Datenleck: Kundendaten von Hotelbuchungsplattform ungeschiitzt im...

Datenleck: Kundendaten von
Hotelbuchungsplattform ungeschutzt im

nternet

Sicherheitsforscher haben mehr als ein TByte an Kundendaten des
Geschaftsreisen-Anbieters Gekko Group in einer ungesicherten Elasticsearch-
Datenbank entdeckt.

|
[HeiseHotelLeak]




E Deutschlandfunk

Samstag, 23.11.2019 Su

Die Nachrichten Politik Wirtschaft Wissen Kultur Europa Gesellschaft Sport LIVE » Se

Startseite > Informationen am Mittag : Umstrittene Datensammlung im Gesundheitssektor : 07.11.2019

Digitale-Versorgung-Gesetz

Umstrittene Datensammlung im
Gesundheitssektor

Der Bundestag soll heute das sogenannte Digitale-Versorgung-Gesetz von
Gesundheitsminister Jens Spahn (CDU) beschlieBen. Umstritten ist die
Sammlung von Daten der gesetzlich Versicherten fir Forschungszwecke -

zumal Versicherte der Weitergabe nicht widersprechen kénnen.
[DF_DVG]

Von Johannes Kuhn
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Panorama Politik Kultur Lifestyle Digital Wirtschaft Sport Gesundheit Genuss Reise Familie Auto c

Technische Storung?

Weltweiter Blackout: Facebook und Instagram
waren kaum bis gar nicht erreichbar

Facebook ist offenbar in weiten Teilen Europas und den USA kaum oder gar nicht erreichbar gewesen. Auch
das Bildernetzwerk Instagram war von den Storungen betroffen. Die Ursache ist bislang nicht bekannt.

[StFbBO]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtscha

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI 4

heise online ) News )01/2019 ) Microsoft Office365.com groRflachig gestort

Microsoft Office365.com groldflachig gestort

Microsofts Online-Dienste von Office365.com sind seit Donnerstagvormittag
grol¥flachig gestort.

[HeiseMSOna]
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KrebsonSecurity

In-depth security news and investigation

21 KrebsOnSecurity Hit With Record DDoS

On Tuesday evening, KrebsOnSecurity.com was the target of an extremely large and unusual
distributed denial-of-service (DDoS) attack designed to knock the site offline. The attack did
not succeed thanks to the hard work of the engineers at Akamai, the company that protects
my site from such digital sieges. But according to Akamai, it was nearly double the size of the
largest attack they’d seen previously, and was among the biggest assaults the Internet has

ever witnessed.

... approximately 665 Gigabits of traffic per second. ...”
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[Krebs DDOS2016]




KrebsonSecurity

In-depth security news and investigation

ADVERTISING/SPEAKING
02 Powerful New DDoS Method Adds Extortion Advertsement
N NP CHA

Attackers have seized on a relatively new method for executing distributed denial-of-
service (DDoS) attacks of unprecedented disruptive power, using it to launch record- CIS CONTROI_
breaking DDoS assaults over the past week. Now evidence suggests this novel attack method

is fueling digital shakedowns in which victims are asked to pay a ransom to call off crippling Sponsore

cyberattacks.

NNT" s

Download th¢

~1.3 Thps, AKAMAI gab auf."
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Next Article

Key U.S. Internet Infrastructure Will Likely Be Underwater in 15 Years,
Scientists Say
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Six Mile Bridge, which leads from Marathon Key toward Key West, is what the South Florida
coastline might look like in a hundred years if sea level rises according to current climate change
models.
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SCIENCE

The Internet Is Drowning

Rising seas imperil the delicate web of cables and power stations that control
the internet.
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INVESTIGATIONS ~ REPORTERS ~PARTNERS BLOG ABOUT DONATE Q f W

ENVIRONMENT & HEALTH

Calm Before the Storm

How the American nuclear industry downplays the
threat of climate-induced flooding.

SEPTEMBER 30,2019 By MARIO ALEJANDRO ARIZA & KATE STEIN

[TI_NPPdrown]




Politik - Zensur und Abschottung

[WIP_Zensur]
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‘tagesschau.de Suche intagesschaude

Startseite Videos & Audios Inland Investigativ.  Wirtschaft Wahlen Wetter Ilhre Meinung Mehr

W Startseite  » Ausland™ » Russland plant sein eigenes Internet

Duma-Debatte

Russland plant sein eigenes Internet
Stand: 12.02.2019 18:12 Uhr KORRESPONDENTIN

[y =&

Die Staatsduma hat in erster Lesung einem Gesetz zugestimmt, das Russlands Netz

faktisch vom globalen Internet abkoppeln soll. Die Opposition befiirchtet: So werden [T820190212 RU | N]
Zensur und Totaliiberwachung maglich. _ _



heise online ) News ) 12/2019 ) Russland: Weiterer Test fur eigenstandiges Internet

Russland: Weiterer Test fur eigenstandiges
Internet

Russland will bald in der Lage sein, ein eigenes Internet vom Rest der Welt
abzuschotten. Dafur wird nun ein weiterer Test durchgefuhrt.

[Heise 2019-12-23 RU_IN]




@ Censored Planet Projects Publications Observatory People

A DEEP DIVEINTO INTERNET CENSORSHIP IN RUSSIA

Authors: Reethika Ramesh (reethika@umich.edu), Leonid Evdokimov (leon@darkk.net.ru), Roya Ensafi (ensafi@umich.edu)
Affiliations: University of Michigan

Date: 1:00 PM, Wednesday, November 6, 2019 (EDT)

Research paper:

Decentralized Control: A Case Study of Russia

R. Ramesh, R. Sundara Raman, M. Bernhard, V. Ongkowijaya, L. Evdokimov, A. Edmundson, S. Sprecher, M. lkram, and R. Ensafi
To appear in Network and Distributed System Security Symposium (NDSS), 2020

This post highlights how the Russian government is gradually building national-level censorship

policies on thousands of ISPs using commodity DPlIs, a trend that we fear other countries with similar
topological structure will follow. By working with activists on the ground in Russia, Censored Planet
obtained 5 leaked blocklists signed by Roskomnadzor (Federal Service for Supervision of
Communications, Information Technology, and Mass Media) along with seven years of historical
blocklist data. We used this authoritative blocklist that contains more than 130,000 domains to perform ‘

an in-depth investigation into the Russian government's censorship policy by collecting measurement [CP IntCenSRUS]
data from residential, data center and infrastructural vantage points. —
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Neue Regelung

Turkei erlaubt Zensur von
Online-Inhalten

02.08.2019, 14:10 Uhr | dpa

Eine tirkische Flagge: Die neuen Vorgaben betreffen
damit auch viele alternative oder oppositionelle [F\/lcomr.
(Symbolbild) (Quelle: Altan Gocher/imago images)

f v A~ JOX=

Schon jetzt trifft die Zensur in der
Tirkei oft das Fernsehen. Nun trifft
die Kontrolle auch das Internet. Die

P NETBLOCKS

® . MAPPING NET FREEDOM

Internet disrupted in Iran amid
fuel protests in multiple cities

POSTED ON NOVEMBER 15, 2019

Network data from the NetBlocks internet observatory confirm
disruptions with multiple fixed-line and mobile providers in
Iran, amid protests against rising fuel prices. The outages have
partial (update: now near-total, see below) impact at the time of
writing affecting multiple cities including Tehran.

Users first reported outages in Mashhad, which has also seen a
drop in connectivity beginning on the evening of Friday 15
November. The disruptions have increased in extent and
severity as of 21:15 UTC Friday (12:45 a.m. local time),
continuing as of 00:00 UTC Saturday, with impact also visible on
overall connectivity charts.

Iran’s largest mobile network operators including MCl, Rightel
and IranCell subsequently fell offline as of 6:00 pm (14:30 UTC)
Saturday amid worsening internet shutdowns as the protests
intensified.
ct's mi inl h

Update: It's midday in Iran where Live Shutdown
technically inclined users have i

- . . Monitor
been finding their way online

through the filternet this morning. ) o
Follow live connectivity

Internet being
restored in Iran after

week-long shutdown
November 23, 2019

Social media partially
unblocked in Iraq

after 50 days
November 21, 2019

Iraq shuts down
internet again as

protests intensify
November 4, 2019

Iraq introduces
nightly internet

curfew
October 10, 2019

Heavily censored
internet briefly
returns to Iraq 28

hours after

[NB Iran INdlsrupt]



Uberwachung / Menschenrechte
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se AMNESTY THEMEN ~ LENDER  UBER AMNESTY Mer

Die Uberwachung durch Facebook und Google stellt eine Bedrohung fiir eine Reihe von Rechten dar, wie beispielsweise das Recht auf Meinungs-, Meinungs- und Gedankenfreiheit.

UBERWACHUNG

UBERWACHUNG DURCH FACEBOOK UND GOOGLE — EINE
BEISPIELLOSE GEFAHR FUR DIE MENSCHENRECHTE

Medienkontakt
Die allgegenwirtige Uberwachung von Milliarden Menschen durch Facebook und Google stellt eine ’

Bedrohung fiir die Menschenrechte dar. Zu diesem Schluss kommt Amnesty International in einem neuen Al FB L MR
Bericht, in dem ein radikaler Umbau der Geschaftsmodelle der Tech-Giganten gefordert wird. [ — —G G — ]
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Home ' Nachrichten ' Innenpolitik = EU-Innenpolitik ' Justiz und Inneres ' EU-Gericht: Britische Uberwachung v

EU-Gericht: Britische Uberwachung verstoft gegen
Menschenrechte

Von: Samuel Stolton | EURACTIV.com | translated by Tim Steins 17 Sep 2018

EURACTIV Mem

DIE LINKE. im Europaparl
Europa Union Deutschlan
Europaische Rechtsakade
NABU - Naturschutzbund

Party of the European Lef




Aushebeln von vertraulicher Kommunikation




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI 4

heise online ) News ) 09/2018 ) Crypto Wars: Five-Eyes-Staaten drangen auf "freiwillige"...

Crypto Wars: Five-Eyes-Staaten drangen auf
"freiwillige" Entschlusselungslosungen

Die Regierungen der Five-Eyes-Lander haben die Digitalwirtschaft aufgefordert,
von sich aus Verfahren zum "gesetzmaRigen Zugang" in ihre Produkte

einzubauen. |

[Heise 5eyes Decrypt]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI4 A

heise online ) News ) 12/2018 ) Australiens Parlament verabschiedet Anti-Verschliisselungsgesetz

Australiens Parlament verabschiedet Anti-
Verschlusselungsgesetz

In Australien erhalten Sicherheitsbehorden die Befugnis, sich liber Hintertiiren
oder Staatstrojaner Zugang zu verschliisselter Kommunikation zu verschaffen.

|
- [Heise_AU_AntiVerschiGesetz]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI4 A

heise online ) News ) 05/2019 ) Angriff auf WhatsApp & Co.: Seehofer will Messenger zur...

Angriff auf WhatsApp & Co.: Seehofer will
Messenger zur Entschlusselung zwingen

Anbieter von Messengern sollen auch verschlusselte Chats lesbar an Behorden
geben konnen. Eine solche Vorschrift plant angeblich das Innenministerium.

|
[Heise Verschl WA]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI4 F

heise online ) News ) 10/2019 ) Facebook-Verschliisselung: USA fordern Hintertur fur...

Facebook-Verschlusselung: USA fordern
Hintertur fur Strafverfolgungsbehorden

Facebook treibt die Verschliisselung seiner Dienste voran. Das ist den USA,

GroRbritannien und Australien ein Dorn im Auge.

|
[Heise USA FB Backdoor]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft Jo

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI4 ANZE

heise online ) News ) 10/2019 ) Bundesregierung sieht mehr Verschliisselung bei Facebook kritisch

Bundesregierung sieht mehr Verschlusselung
bei Facebook kritisch

Das Bundesinnenministerium sieht in Facebooks Verschlisselung ein Problem fiir

die offentliche Sicherheit und mochte die "negativen Folgen" gerne abwenden.

[Heise Verschl FB]




@ IT Mobiles Entertainment Wissen Netzpolitik Wirtschaft Jo

TOPTHEMEN: EMOTET QUANTENCOMPUTER E-AUTO WINDOWS 10 RASPI4 ANZE

heise online ) News ) 11/2019 ) Crypto Wars: BKA-Chef will "Frontdoor-Debatte" fiihren

Crypto Wars: BKA-Chef will "Frontdoor-
Debatte" fUhren

WhatsApp & Co. miissten verpflichtet werden, eine "Uberwachungskopie"
unverschlisselt herauszugeben, fordert das BKA. Technisch sei dies moglich.

|
[HeiseCryptoBKAFrontdoor]




heise online ) News ) 02/2020 ) Kampf gegen Hass: Bundesregierung stimmt fiir Pflicht zur...

Kampf gegen Hass: Bundesregierung stimmt

fur Pflicht zur Passwortherausgabe

Trotz massiver Kritik hat das Bundeskabinett den umstrittenen Gesetzentwurf zur
erweiterten Bestandsdatenauskunft und Meldepflicht ans BKA auf den Weg
gebracht.

|
[heise2020-02-19passwortherausgabe]
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Yahoo! GeoCities

From Wikipedia, the free encyclopedia

Yahoo! GeoCities was a web hosting service. It was founded in November 1994[2] by David Bohnett

and John Rezner, and was called Beverly Hills Internet (BHI) for a very short time before being
named GeoCities.!%!

On January 28, 1999, GeoCities was acquired by Yahoo!,!4! at which time it was allegedly the third-
most visited website on the World Wide Web.[?! In its original form, site users selected a "city" in
which to place their web pages. The "cities" were named after real cities or regions according to their
content—for example, computer-related sites were placed in "SiliconValley" and those dealing with
entertainment were assigned to "Hollywood" —hence the name of the site. Shortly after its
acquisition by Yahoo!, this practice was abandoned in favour of using the Yahoo! member names in
the URLs.

In April 2009,!¢! the company announced that it would shut down the United States GeoCities service
on October 26, 2009.[718l%] There were at least 38 million pages on GeoCities before it was shut
down, most user-written.['%! The GeoCities Japan version of the service shut down on March 31,

WP GC shutdown]




WordPress.com

From Wikipedia, the free encyclopedia

This article is about the blog host WordPress.com (WordPress). For the blogging software, see WordPress.
"wp.com" redirects here. For the text processing software, see WordPerfect.

WordPress.com (WordPress) is a blogging platform that is owned and hosted online by WordPress.com
Automattic.l4! It is run on a modified version of WordPress (WordPress.org), an open source piece of
software used by bloggers.°! This website provides free blog hosting for registered users and is

financially supported via paid upgrades,®! "VIP" services and advertising.

The site opened to beta testers on August 8, 200571 and opened to the public on November 21,
2005.1! It was initially launched as an invitation-only service, although at one stage, accounts were
also available to users of the Flock web browser.8] As of February 2017, over 77 million new posts
and 42.7 million new comments are published monthly on the service.!°!

[WP_WP_shutdown]
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... werden zentrale Systeme genutzt?

sofort verflgbar

Kein Betriebsaufwand
kosten oft kein Geld

Keine Know How notwendig
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= Hubzilla

Hello, traveller!
Leave the familiar Web behind, and dive into the unique
part of the Internet.
This is the world of independence and diversity.
A universe that you shape, refine and expand.

JOIN FEDIVERSE




QGStOdon Apps  Sponsoren

Quellcode Ressourcen v XAV

Soziales Netzwerken wieder in deinen Handen

Folge Freunden und entdecke neue, mit mehr als 4,4 Millionen Menschen. Veroffentliche alles was
du willst: Links, Fotos, Text, Videos. Alles auf einer Plattform, die gemeinschaftsbasiert und

werbefrei ist.

-‘ » Wie es funktioniert

* = @ o - # Home = A Notifications 4

[@l¥5) Crom, Kobold King {7 (5493) boosted your
PP hi, 'm gonna do some work today, status

2l here's my theme song L
&)

youtube com/watch?
v=hzPpWinAiO

John~ &
Alright multi-in:

¥ Local timeline <
7% McDonald_69
,".'9 It wasn't a great day for macro

#photography today

Crom, Kobold King
hi, i'm gonna do some work today, here's
my theme song

youtube com/watchNvshzPpWinAiO




diaspora*

Beteilige dich Blog Wiki Anleitungen

Diskussionen und Unterstiitzung

Betreibe einen Pod  Tritt beil

Die soziale Onlinewelt, in der du deine Daten in der Hand hast.
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9 PIXELFED Join

Photo Sharing. For Everyone.

A free and ethical photo sharing platform.

[ ®
Timeline Compose Discover
o pixelfed Search Q A M ﬁ -
. = dansup o3
edythe97 H _» & dansup
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qturcotte liked your post. 20m [p IXe Ifed]
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About XMPP ~ Uses ~ Software ~ Community ~ Getting Started Newsletter

The universal messaging standard

Tried and tested. Independent. Privacy-focused. [XMPP]
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v Mail-in-a-Box

Take back control of your email with this easy-to-deploy mail server in a box.

iIRedMail - Open Source Mai

What is it? quick links I t.

Mail-in-a-Box lets you become your own mail service provider in a few iE setup guide S e e S o u o

easy steps. It's sort of like making your own gmail, but one you control S

from top to bottom. e The rlght Way to bUlId your maII DOWNLOAD
% chat ro

Technically, Mail-in-a-Box turns a fresh cloud computer into a working server with open source softwares.

mail server. But you don't need to be a technology expert to set it up.

Works on Red Hat, CentOS, Debian, Ubuntu, FreeBSD

Own-Mailbox: your mailbox protecting your OpenBSD.
privacy! Since 2007.

v mOdObOQ Home Features Services Sponsoring Blog Contact

[mail-in-a-box] [IRedMail]
[Own-Mailbox] [mobodoa]

Mail hosting made simple

A solution to quickly deploy and manage a complete email server, compatible
with latest standards and optimized for delivery and reputation protection,
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Products Support Community About

Nextcloud

NEWS) Nextcloud Hub: The new standard in on-premises team collaboration >

Regain control

® Recent
The self-hosted productivity platform that

keeps you in control

Get Nextcloud

Here's that file | promised to share with you
during the meeting

Get Nextcloud

Demo GDPR ﬂﬂ

. Project Starfish

B sales overview ods

- workshop

. colors jpeg
4 contacts.vcf

—= new project present

Sz
ke noOtes.md

[nextcloud]




Blog  Preise und Konditionen  Datenschutz Einloggen|:

-

Rich Text Prasentation

Tabelle Umfrage Kanban

Whiteboard CryptDrive [ = - —

CryptPad.fr ist die offizielle Installation y g ¢ )
CryptPad ist eine Alternative mit

’ “. \ . des CryptPad Projekts. Es wird durch Peingebalitem DatenRe Rl CryptPad braucht deine Hilfe!
WAR L E A XWiki SAS gehostet und gepflegt, die Klicke auf die Schaltflache, hr tb:
R R \\ \, G - A & y < & p & - verbreiteten Office- und Clouddiensten. \‘( .|c g c AoTECe, U DL
% e A% d mitarbeitereigene Firma, die das ' ) q \ - die Crowdfunding-Kampagne zu
A ¥, A CryptPad Produkt gestaltet hat und it CryptPadwind g EestEedMhal; " _ erfahren.
AT » ‘} it O Stk y verschlusselt, bevor er an den Server 'd

gesendet wird. Das bedeutet, dass keiner |
auf den Inhalt zugreifen kann, es sei = —

R N & . denn du gibst die Schlussel weiter. Selbst
; ) wir haben diesen Zugriff nicht. g
-~ - -' b . ™ -~ .
-L o X N ~
% -3 ™ * % 10
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FreedomBoXx
Foundation

About Buy Foundation People Software Partners Donate News Contact

About FreedomBox

The Internet Needs Freedom

The Internet is centralized and controlled by a small number of digital titans. That means that it's easy for the internet to be

surveilled, data-mined, and controlled. Think about your own experience of the internet: can you do anything on the intermet
without going through a major platform first?

[FreedomBox]



with YUNOHOSE, you can easily manage a server for your friends,

association or enterprise. Learn more

chnorris
Chuck Norris

Shaarli

JappiX Pad

si  Tr_ Jda A

Jirafeau Transmission

Ra A

AgenDAV

[Junohost]
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— https://dev.ar.al
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Hello, testing!

: Serving . on by

M For statistics, see
https://localhost Account Pro (Plan: Ind.ie)

/909b721d634€89c44754cc036b379el Region — Europe (eu)

Develop, test, and deploy your secure static or dynamic
personal web site with zero configuration.




About  Team  Sponsors  Contact

© solid

What is Solid?

Solid is an exciting new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web,
taking place at MIT. The project aims to radically change the way Web applications work today,
resulting in true data ownership as well as improved privacy.




What does Solid offer?

Solid (derived from "social linked data") is a proposed set of conventions and tools for building decentralized social applications based on Linked Data
principles. Solid is modular and extensible and it relies as much as possible on existing W3C standards and protocols.

At a glance, here is what Solid offers...

e <

True data ownership Modular design Reusing existing data

Because applications are decoupled from the  Developers will be able to easily innovate by

data they produce, users will be able to avoid  creating new apps or improving current apps,
all while reusing existing data that was created

(©

Users should have the freedom to choose

where their data resides and who is allowed to
access it. By decoupling content from the  vendor lock-in, seamlessly switching between

application itself, users are now able to do so. apps and personal data storage servers, by other apps.
without losing any data or social connections. [SOl Id]



VISION sSOLID LEADERSHIP FAQS PRESS & EVENTS BLOG CONTACT US

‘“The futura is still so much bigger than the past)

Time to reset the balance of power on the web and reignite its true potential.

When Sir Tim Berners-Lee invented the web, it was intended for everyone. The excitement and creativity of its early days were driven from the notion that we can all participate — and the impact
was world-changing.

But the web has shifted from its original promise — and it's time to make a change.

We can still unlock the true promise of the web by decentralizing the power that's currently centralized in the hands of a few. How? By using the power of Solid.

Solid is the technically potent, open-source platform built to decentralize the web. Inrupt is the company that's helping to fuel Solid's success. [| n I’U pt]




Aber ...

... dezentrale Systeme tendieren (meist) zum
zentralisieren
.. Instanzen verschwinden einfach
.. elgene Systeme brauchen Know How
.. elgene Systeme kosten Geld und Aufwand
.. was Ist wenn deine globale Infrastruktur nicht
funktioniert ?

... deine dezentralen Server geblt)r:k'wv«grdﬁnﬁ—L



Peer-to-Peer Systeme




Dezentralisierung

Peer-to-Peer

Dezentral

Zentral




Alt und bekannt:

[BitTorrent]

|
I

Logo Quelle unbekannt - http://www.spardoch.de/multimedia/pdf/german/e661038_datasheet.pdf, Logo, https://de.wikipedia.org/w/index.php?curid=4999376



Peer-to-Peer Syteme

P2P-Systeme im Einsatz




Donate

Digital M b e
&.}3

Democracy

TO BUILD TOOLS TO DEFEND THEIR
RIGHTS

Digital Democracy works in solidarity with marginalized

communities to use technology to defend their rights o
[DigitalDemocracy]
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Digital
Democracy

Mapeo Our Work Blog About Us

MAPE

MAP FROM THE MIDDLE OF Al

MONITOR AND DOCUMENT THE WORLD AR

For PC For Mac




Scuttiebutt

social network

a decentralised platform

&

Get Started

[Scuttlebutt]



( win
(i&_@ Patchwork

(i&_@ Patchbay

[Patchwork]

[Patchbay]



.. . MANYVERSE . ., .
_t\rl A social network off the grid | Lyt—:

+

GETITON ey CETITON . # Download on the
Pe Google Play F-Droid @& App Store [Manyverse]




O Beaker

A browser for the
next-generation Web

Beaker is an experimental browser for
exploring and building the peer-to-peer
Web.

Install Beaker

ee 't and @taravancil “t p
future of the Web! = Go
srowser and see for

Explore

W, Library - PIXEL-EYEZ +

£ '3 beaker://library/dat://4bcecf2846c1a60320db246ec2dB84acded2806cc566c4cebedebB871f4d933616

Make an editable copy

pleL'EYEZ READ-ONLY

®.v Files Network About

i fonts

M images

) .datignore
5 dat-links.js
) dat.json

5 index.htm

“The new @BeakerBrowser dev experience is
good. Really good.”

About Documentation (Install Beaker>

“wow it is SO fun to get stuff u
the p2p web using @BeakerBrt

[Beaker]



Unwalled.Garden

Status: DRAFT. Part of the upcoming Beaker Browser 0.9 release.

Docs How does Unwalled.Garden work?
How it works

Common fields
Browser integration
Dat protocol

Unwalled.Garden is a kind of “Souped up RSS.” Every user has a website, they publish their content as files, and they
subscribe to each others’ sites.

Mounts

Why not RDF? While RSS was primarily for blogging, Unwalled.Garden includes data types for many kinds of use-cases. These data

types are spread across many JSON files which have pre-defined schemas.

APIs
Bookmarks The schemas are simple, obvious, and syntax-free. A “post” record looks like this:
Comments
Follows
Profiles {

"type": "unwalled.garden/post",

POStS‘ "body": "Hello, world!",
Reactions "createdAt": "2019-05-21T21:27:45.471Z"
Votes }

Schemas
Bookmark We identify the types using URLs such as:
Comment
Follows e unwalled.garden/post
Person e unwalled.garden/comment
Post e unwalled.garden/reaction
Reaction e unwalled.garden/person
Vote e etc
dir

Data All files are placed at predefined paths. An example site might look like this:
Refs
. RL T

Links v ype
Github Repo dat://bob.com Person
Beaker Browser dat://bob.com/.data/unwalled.garden Data directory
Dat protocol dat://bob.com/.data/unwalled.garden/posts/hello.json Post

[unwalled]

dat://bob.com/.data/unwalled.garden/reactions/1.json Reaction
dat://bob.com/.data/unwalled.garden/comments/1.json Comment



peerlinks

Distributed Secure IRC | Protocol Implementation

View on GitHub

PeerLinks

[peerlinks]




V CABAL CLUB

Desktop: cabal-desktop

Ca bal Terminal: npm install --global cabal

Source Code: git

FAQ: Frequently Asked Questions

experimental p2p community

chat Plathrm IRC: irc://irc.freenode.net/#cabal-club

Join the cabal public chat

cabal://2£f4163827dce19f028754466d504f1b689fdef36da7ca56282633bf63f4213fa

Enter this key into any cabal client to join the public cabal.




radicle

community

Secure peer-to-peer code
collaboration without

intermediarieso

Peer-to-peer

No hassle setting up your own hosting, and no need
to trust companies with your data. Radicle builds on
git and extends it with peer-to-peer replication and

discovery.
Trustless
Collectively manage your project assets—like access

control, funds, and project ownership—with
multisignatures and smart contracts.

Secure

Your issues, comments and reviews are

cryptographically signed and live on your machine.

Everything is always available—even offline.

Sustainable

Support the projects you love and depend on, and
receive funding—on your own terms.



‘07 handshake

Decentralized
naming and
certificate
authority

An experimental peer-to-peer root

naming system.

DOCUMENTATION COMMUNITY FAQ

Source Code: Multiple implementations may

exist. Initial code: GitHub, Download

Claim HNS for FOSS developers:

Claim here and register names.

Please be careful when using other software to claim.

Technical Info: Install, Design notes,

Docs.

IRC: irc://ixc.freenode.net/#handshake

[handshake]




e anytype

Operating environment
for the new internet

Anytype is a next generation software that breaks
down barriers between applications, gives back
privacy and data ownership to users.

ev e

Ly ’ : >

Contacts v Messages “ Tasks . Files ‘ Pages

7~ 7 (’//'/J/ S — S SO \;x 5
¢ | =]

n AR ’ P E = .

Music ~ Videos Bookmarks Archive N .
%’"/)”/” S e ™\ ‘b\‘\ SRS S N

It comes with essential apps that protect your data. It's free, easy to
use and keeps your data safe from tech giants, hackers and

governments.
[anytype]



‘ aether

Peer-to-peer ephemeral public communities

Open source, self-governing communities with auditable moderation
and mod elections

DOWNLOAD FOR MAC

o000 A < . Communities Subscribed L @b v

Subscribed
NEW COMMUNITY
Communities you're currently subscribed to @

ALL SUBBED
@36 Meta

64 This is where we talk about Aether itself. Aether itself is very early stages, so consider using SUBBED
meta.getaether.net for actual discussion.

®63 Sandbox }

=44 ‘ You can test the app by posting here. SUBBED _> [aether]

w
N NN NN N NN N N B

w

2 S



4 Q'\ SPRAWL Docs Community

%
Sprawl is an open protocol
for creating distributed marketplaces

for e}bsolgtely.anything. UNSTOPPABLE

. ‘ = 3 » o - No central servers
. o, °¢ ® .« :
) ' )
° | .‘ <\ BLAZING FAST

. No consensus bottlenecks

.o _@ . FREE(DOM)

No gatekeepers



Frameworks




® About Community Learn

[DAT _foundation] [DAT-how]

ABOUT @ FOUNDATION

What is Dat?

Dat, The Protocol

The Internet is broken - and we are using it to access and distribute all of human knowledge.
Data monopolies hold and enclose upon personal & public datasets, threatening universal
access. To tackle this problem, between 2013 and 2015 we performed a series of design &
development sprints in collaboration with researchers, librarians, and civic technologists
working to preserve the digital knowledge commons. Out of this research we built Dat, a
distributed ledger & peer-to-peer data sharing toolkit.



© - @ IPFS
About Instail - Docs .Team. Bl.og. Forum

IPFS .p'Qw.e.rs the Distributed Web

- A peer-’go-pee.r hypermedia protocol -

designed to m.ake'the web faster, safer, and more open.

[IPFS]



|ibp2p Implementations Bundles Media GitHub Specifications Documentation

A modular




¥ P2P

Datenhoheit statt Verlust der Privatsphare

Dezentral statt Honeypotts, Datenreichtum, Single-Point-of-Failure

Resilent gegen Kontrolle, Manipulation und Zensur

Regionale Verfligbarkeit statt globaler Abhangigkeit

Einfach im Betrieb N
Kostengunstig

Apps verfugbar
Backend Frameworks erwachsen

Entwicklung einfach wie nie zuvor
kaum Unterstutzung far Smartphonﬁs




Weitere Quellen




REDECENTRALIZE > Projects  » Getinvolved  Blog

REDECENTRALIZE

T —

- -~ -

We've had enough of digital monopolies and surveillance capitallsm We want an
alternative world that works for everyone, just like the original |ntent|on of the web and -

-

vorld af open plaﬂ'orms and pro'tocols with-real ch0|ces of appllcatlons and

- secwces—for people. We care about privacy, transparency and autonomy Our toqls and

: i orgariisatlons should fundamentally be accogntable and resilient. % . : _

S —" S ,"’* Qﬁ" A ‘4; i ‘-:-ii,;_‘ < 3 %- ~+ =g . ‘6‘ . 3
" S P 5 y et B 3 ,_“"', e

[ReDecentralize]



Discuss Events

What is the IndieWeb?

The IndieWeb is a people-focused alternative to the "corporate web".

Your content is yours

When you post something on the web, it should belong to you, not a corporation. Too many
companies have gone out of business and lost all of their users’ data. By joining the IndieWeb, your
content stays yours and in your control.

You are better connected

Your articles and status messages can go to all services, not just one, allowing you to engage with
everyone. Even replies and likes on other services can come back to your site so they’re all in one
place.

You are in control
You can post anything you want, in any format you want, with no one monitoring you. In addition,
you share simple readable links such as example.com/ideas. These links are permanent and will

always work. [IndleWeb]
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Ein dezentrales und P2P Internet ist moglich!

Twitter

Wordpress
Chrome

Facebook

Notion
Reddit

Wegbereitend fir ein neues Okosystem

Mastodon
Beaker Browser

Manyverse
Anytype
Aether

Google Docs

Slack
GitHub
Instagram

whatever

—

Nextcloud
CryptPad

Cabal
Radicle
Pixelfed

you build it
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Friends will be Friends —
Einfach Peer-to-Peer Systeme mit
Scuttlebutt und Beaker Browser

‘aufbauen

’ Alexander Kulbartsch
I




Scuttiebutt

social network

a decentralised platform

&

Get Started

[Scuttlebutt]



‘Secure Scuttlebutt

Alice
EI*EI*&H:I*IEI
I Bob

Jane




‘Secure Scuttlebutt

e aka SSB

* Append only Log von
signierten Nachrichten

* Folgen, zurick folgen ->
Freunde

* Anwendungen (Git, Schach)

 Diverse Clients

WLAN

Pub — ein Meta Freund im
Internet (SSB Server)

Rooms — ein zeitweliser
Treffpunkt im IN

Sneaker-Net

Bluetooth (Manyverse)




SSB - Ressourcen

Dominic Tarr André Staltz

(Scuttelbutt) (Scuttelbutt, Maniverse)
DT ...] [AS_...]
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O Beaker

A browser for the
next-generation Web

Beaker is an experimental browser for
exploring and building the peer-to-peer
Web.

Install Beaker

ee 't and @taravancil “t p
future of the Web! = Go
srowser and see for

Explore

W, Library - PIXEL-EYEZ +

£ '3 beaker://library/dat://4bcecf2846c1a60320db246ec2dB84acded2806cc566c4cebedebB871f4d933616

Make an editable copy

pleL'EYEZ READ-ONLY

®.v Files Network About

i fonts

M images

) .datignore
5 dat-links.js
) dat.json

5 index.htm

“The new @BeakerBrowser dev experience is
good. Really good.”

About Documentation (Install Beaker>

“wow it is SO fun to get stuff u
the p2p web using @BeakerBrt

[Beaker]



https:// /sicher.html
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Schema Host Pfad
dat:// /sicher.html
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Y ' Y

Schema Public Key (FS) Pfad




Alice

dat:4711 T -

Eve




Alice Bob .
Eve l




Verteilen von Seiten
= seeding

Echte” Domain-Namen via
DNS Text-Records

Einfache Seiten mit
Markdown

Applikationen mit
lokalem Speicher

e Kommunikation zwischen
Peers durch Nachrichten

e Server kdnnen Seiten
seeden und auch als HTTPS
Seiten bereitstellen (siehe
auch Hashbase)

 Beaker: NG Browser with a
global filesystem for
decentralized computing.

|
[Hashbase]
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Cryptic's SR
File editor dotgrid

iftool Dat Pixel Editor Cryptic's File editor dotgrid
Interactive Fiction Pixel graphics editor for In-browser editor for dat:// SVG icon tool
Development Environment dat:// files files

MIN MM

MINTMITM | oo
N\ MINTMI T Fritter

MINIMUM

Ridder Beautiful Web Type Fritter

An RSS reader that you A collection of open- A p2p social networking [Beaker AppS]
own source font faces app =



Beaker is a project by Blue Link Labs, a team of developers who love the Web.

Creator of Beaker, long-time Node and Web programmer, and distributed
systems enthusiast. Previously developer in the Secure Scuttlebutt
community.

Paul Frazee % pfrazee.hashbase.io
¥ @pfrazee
O @pfrazee

Peer-to-peer Web enthusiast. In charge of product, words, and websites.
- Formerly at Cloudfare and the Recurse Center.

% taravancil.com
Tara Vancil ¥ @taravancil

O @taravancil

Core developer of the Dat protocol and its underlying technology. Co-creator
of node-modules.com and maintainer of over of 600 Node.js modules.
Previously co-founder of ge.tt, a peer-to-peer filesharing service.

Mathias Buus % mafintosh.com [PF]
¥ @mafintosh
© @mafintosh

[Beaker Team]







Danke!

Alexander Kulbartsch } E-Mail: ak-pr@aIice-and—bob.de‘

Scuttlebutt: @ABGiIXyXdsRScNb7SUsCnC3Q5ugPptJOpOepTmzk3Srs=.ed25519



Dezentralisierung und Peer-to-Peer Systeme

InP  Abschnitt

Marke Datum Wer

Info Link

0 Links zum Vortrag liber zentrale-, dezentralen und Peer-to-Peer Systeme
Legende erste Spalte
o] X = in der Présentation verwendet
0 = nicht in der Présentation verwendet
o] Zusammengestellt von Alexander Kulbartsch
. : Al https://www.it-zoom.de/dv-dialog/e/uno-warnt-vor-
x  Oligopole [1220190906_IN_OLI] IT-Zoom Uno warnt vor Internet-Oligopolen internet-oligopolen-23923/ [W]
X Netzneutralitat [FC_IN_NN] Telco - Internet Pricing Options
i . . https://onlinemarketing.de/news/social-media-
0 Messenger Onlinemarketing weltweit-groesste-reichweite (W]
o  Messenger [somal-networks- Statista http_s://www.statlsta.com/statlstlcs/272014/g|obal- W]
nutzung-monatlich] social-networks-ranked-by-number-of-users/
. Most popular social networks worldwide . . - i
X Messenger [soc_lal_networks_pop Statista as of October 2019, ranked by number of http_s.//www.statlsta.com/statlstlcs/272014/gIobal W]
ularity] ; o social-networks-ranked-by-number-of-users/
active users (in millions)
0 Messenger - Facebook Nutzerzahlen https://allfacebook.de/toll/state-of-facebook [W]
0  Messenger - Projecter Nutzerzahlen Sozialer Netze https://www.prOJecter.de/blog/somal-medm/ [W]
aktuelle-nutzerzahlen-sozialer-netzwerke.html
https://www.kontor4.de/beitrag/aktuelle-social-
media-nutzerzahlen.html|?
o Messenger - Kontor4 Social Media Nutzerzahlen Deutschland etcc_cmp_onsite=blogbeitraege&etcc_cu=onsite&e [W]

tcc_med_onsite=Teaser&etcc_ctv_onsite=Social+
Media+2019%3A+Aktuelle+Nutzerzahlen

[GMX_Email_Provider

Uber 50% der deutschen E-Mail-Konten https://newsroom.web.de/2018/09/14/beliebteste-

X Email " Marktanteile. DE_1] 2018-09-14 Web.de sind in einem 1&1-Unternehmen ;;Tr]]:(z;ul-anbleter-Jeder-zwelte-malIt-mlt-web-de-und- (W]
: . - Primary e-mail providers according to . . e —
X Email Ejsetratgtsa}_Emall_Prow 2017-01  Statista consumers in the United States as of hitopvsia/émEitr?tl_s;g.ncsounr:qlz’lt:’f\ltjlzg_c:/iéll7531/e mail [W]
- January 2017, by age group (Gmail Top) P 9 9
Personal and Social information of 1.2 . . .
X  Honeypots [DV12BillionLeak] 2019-11-22 DataViper billion people Discovered in Massive Data hitps://www.dataviper.io/blog/2019/pdl-data- W]

Leak exposure-billion-people/

X  Honeypots

[HeiseHotelLeak] 2019-11-20 Heise

Datenleck: Kundendaten von
Hotelbuchungsplattform ungeschiitzt im
Internet

https://www.heise.de/newsticker/meldung/Datenlec
k-Kundendaten-von-Hotelbuchungsplattform-
ungeschuetzt-im-Internet-4592945.htmi

(W]

x DVG

[DF_DVG] 2019-11-07 Deutschlandfunk

https://www.deutschlandfunk.de/digitale-
versorgung-gesetz-umstrittene-datensammlung- W]
im.1766.de.html?dram:article_id=462867

Umstrittene Datensammlung im
Gesundheitssektor

Page 1


https://www.it-zoom.de/dv-dialog/e/uno-warnt-vor-internet-oligopolen-23923/
https://onlinemarketing.de/news/social-media-weltweit-groesste-reichweite
https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/%20
https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/%20%20
https://allfacebook.de/toll/state-of-facebook
https://www.projecter.de/blog/social-media/aktuelle-nutzerzahlen-sozialer-netzwerke.html
https://www.kontor4.de/beitrag/aktuelle-social-media-nutzerzahlen.html?etcc_cmp_onsite=blogbeitraege&etcc_cu=onsite&etcc_med_onsite=Teaser&etcc_ctv_onsite=Social+Media+2019%3A+Aktuelle+Nutzerzahlen%20
https://newsroom.web.de/2018/09/14/beliebteste-e-mail-anbieter-jeder-zweite-mailt-mit-web-de-und-gmx/
https://www.statista.com/statistics/547531/e-mail-provider-ranking-consumer-usa-age/
https://www.dataviper.io/blog/2019/pdl-data-exposure-billion-people/
./%20https:%2F%2Fwww.heise.de%2Fnewsticker%2Fmeldung%2FDatenleck-Kundendaten-von-Hotelbuchungsplattform-ungeschuetzt-im-Internet-4592945.html
./%20https:%2F%2Fwww.deutschlandfunk.de%2Fdigitale-versorgung-gesetz-umstrittene-datensammlung-im.1766.de.html%3Fdram:article_id=462867

Dezentralisierung und Peer-to-Peer Systeme

InP  Abschnitt Marke Datum Wer Info Link
Arztekammern kritisieren Diditale- https://www.mdr.de/nachrichten/politik/inland/
o DVG [MDR_DVG] MDR 9 aerztekammern-kritisieren-digitale-versorgung- [W]
Versorgung-Gesetz
gesetz-100.html
Weltweiter Blackout: Facebook und - . .
) ) https://www.stern.de/digital/online/facebook-offline-
X  SPoF [StFbBO] 2017-10-11 Stern Lnrite?gggzr; waren kaum bis gar nicht down-instagram-nicht-erreichbar-7656796.html (W]
. ' . https://www.heise.de/newsticker/meldung/
x  SPoF [HeiseMSOna] 2019-01- Heise MlchSOft Office365.com groRflachig Microsoft-Office365-com-grossflaechig-gestoert- W]
gestort
4287257 .html
. . g https://krebsonsecurity.com/2016/09/
x  DDoS [Krebs_DD0S2016] 2016-09-21 KrebsOnSecurity KrebsOnSecurity Hit With Record DDoS krebsonsecurity-hit-with-record-ddos/ [W]
e , Powerful New DDoS Method Adds https://krebsonsecurity.com/2018/03/powerful-new-
X DDoS [Krebs_DD0S2018] 2018-03-02 KrebsOnSecurity Extortion ddos.method-adds-extortion/ [W]
[NY-2015-07- The Really Big One. An earthquake will . .
o UnterWasser 13_earthquake_US_N 2015-07-12 New Yorker destroy a sizable portion of the coastal mgfé/;m.n_i\:]vgorker.com/maga2|ne/2015/07/20/ (W]
W] Northwest. The question is when. y-big
[WC20180717_IS_U Key U.S. Internet Infrastructure Will Likely https://weather.com/science/environment/news/
X  UnterWasser W] - = 2018-07-17 The Weather Channel Be Underwater in 15 Years, Scientists 2018-07-17-internet-infrastructure-underwater- [W]
Say rising-seas
[NG20180716_IN_DR ) . . . https://www.nationalgeographic.com/science/
X UnterWasser WN] 2018-07  National Geographic  The Internet Is Drowning 2018/07/news-internet-underwater-sea-level-rise/ VI
. - Key US Internet Infrastructure Could Be https://economiccrisisreport.com/key-us-internet-
0 UnterWasser Economic Crisis Report Under Water In 15 Years infrastructure-could-be-under-water-in-15-years/ (W]
Calm Before the Storm - How the . . L ' L
X UnterWasser [TI_NPPdrown] 2019-09-30 Typelnvestigations American nuclear industry downplays the ggES}g%é);?;[%\;efcs)trgﬂgls&:g;lnvestlgatlon/ (W]
threat of climate-induced flooding.
X  Zensur_Abschottung [WiP_Zensur] 2019-11  Wikipedia Zensur im Internet https://de.m.wikipedia.org/wiki/Zensur_im_Internet [W]
0 Zensur Abschottung [NP20170725 RU_IN] 2017-07-25  Netzpolitik.org Russland verbietet Dienste, die https://netzpolitik.org/2017/russland-verbietet- W]
Internetzensur umgehen dienste-die-internetzensur-umgehen/
X Zensur_Abschottung [TS20190212 RU_IN] 2019-02-12 Tagesschau Russland plant sein eigenes Internet m:gfr;gmtﬁf’nff“ha“'de’ ausland/russland- W]
. A https://www.heise.de/newsticker/meldung/RuNet-
0  Zensur_Abschottung [HO201911 RU_IN] 2019-11-01 Heise Online fQSuNet..RussIalrlld schafft sein eigenes Russland-schafft-sein-eigenes-Staatsinternet- [W]
taatsinternet
4573156.html
X Zensur_Abschottung [CP_IntCensRus] 2019-11-06 Censored Planet gu[;z?;) Dive into Internet censorship in https://censoredplanet.org/russia W]
. . . . https://www.heise.de/newsticker/meldung/
X  Zensur_Abschottung [Heise_2019-12- 2019-12-23  Heise News Russlapd. Weiterer Test far Russland-Weiterer-Test-fuer-eigenstaendiges- (W]
23 RU_IN] eigenstandiges Internet
Internet-4623179.html
https://www.t-online.de/nachrichten/ausland/
X  Zensur_Abschottung [TO_TR_Zensur] 2019-08-02 T-Online Turkei erlaubt Zensur von Online-Inhalten id_86203746/tid_amp/tuerkei-erlaubt-zensur-von-  [W]
online-inhalten.html
X Zensur_Abschottung [NB_Iran_INdisrupt] 2019-11-15 NetBlocks Internet disrupted in Iran amid fuel https://netblocks.org/reports/internet-disrupted-in- W]

protests in multiple cities
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Uberwachung durch Facebook und https://www.amnesty.ch/de/themen/ueberwachung/
x  Uberwachung_MR [AI_FB_GGL_MR] 2019-11-21 Amnesty International Google — eine beispiellose Gefahr fur die dok/2019/ueberwachung-durch-facebook-und- (W]
Menschenrechte google
Uberwachung durch Facebook und
x  Uberwachung_MR [AI_FB_GGL_MR] 2019-11-21 Amnesty International Google — eine beispiellose Gefahr fur die https://cloud.amnesty.de/s/z9koZ4rHZ8NPB5c¢ W]
Menschenrechte
https://www.heise.de/newsticker/meldung/
o  Uberwachung MR [heise_FB_GGL_MR] 2019-11-21 Heise Facebook und Google verletzten Amnesty-Facebook-und-Google-verletzten- W]
elementare Menschenrechte
elementare-Menschenrechte-4593245.html
. . - https://www.euractiv.de/section/eu-innenpolitik/
x  Uberwachung_MR {JEA,\ingOQN—GB—E 2018-09-17 Euractiv EU'G..e”Cht' Britische Uberwachung ne\F/)vs/eu-gericht-britische-ueberwachungEJ W]
_MR] verstolit gegen Menschenrechte
verstoesst-gegen-menschenrechte/
. - https://www.heise.de/newsticker/meldung/Crypto-
x  CryptoWar3 [HeiseCryptoBKAFron 2019-11-23 Heise Crypto ‘fYa..' s: BKA-Chef will "Frontdoor- Warg-BKA-Chef-wiII-Frontdoor-Debatte-fu%hreynp- (W]
tdoor] Debatte" fihren
4595181.html
_ _ Bundesregierung sieht mehr https://WWV\_/.heise.d_e/newsticker/meldung/
x  CryptoWar3 [Heise_Verschl_FB] 2019-10-12 Heise Verschliisselung bei Facebook kritisch Bundesregierung-sieht-mehr-Verschluesselung- [W]
bei-Facebook-kritisch-4554221.html
Angriff auf WhatsApp & Co.: Seehofer https://www.heise.de/newsticker/meldung/Angriff-
x  CryptoWar3 [Heise_Verschl_WA] 2019-05-24 Heise will Messenger zur Entschlisselung auf-WhatsApp-Co-Seehofer-will-Messenger-zur- [W]
zwingen Entschluesselung-zwingen-4431634.html
. . https://www.heise.de/newsticker/meldung/
x  CryptoWar3 Lngsse&%U_AntNersc 2018-12-07 Heise Australisches-Parlament-verabschiedet-Anti- [W]
Verschluesselungsgesetz-4244709.html
[TP_AU_KomDecrypt _ Australien: F_irmen mussen https://www.heise.Qe/tp/features/AustraIien-Firmen-
o Cryptowar3 Ges_etz]_ 2018-12-07 Telepolis Kommunikation und Geréte muessen-Kommunikation-und-Geraete- [W]
entschlisseln entschluesseln-4244631.html
https://www.heise.de/newsticker/meldung/
[Heise_USA_FB_Bac . Facebook-Verschlisselung: USA fordern Facebook-Verschluesselung-USA-fordern-
x  CryptoWar3 kdoor] 2019-10-04  Heise Hintertur fur Strafverfolgungsbehdérden  Hintertuer-fuer-Strafverfolgungsbehoerden- W]
4545229.html
[Heise_Seyes_Decryp _ Crypto Wars: Five-Eyes-Staaten drangen https://www.heise.de/newsticker/meldung/Crypto-
x  CryptoWar3 t] - - 2018-09-03 Heise auf "freiwillige" Wars-Five-Eyes-Staaten-draengen-auf-freiwillige-  [W]
Entschlisselungslésungen Entschluesselungsloesungen-4154009.html
[heise2020-02- Kampf gegen Hass: Bundesregierung ttps://www.heise.de/newsticker/meldung/Kampf-
x  CryptoWar3 19 passwortherausga 2020-02-19 Heise stimmt fur Pflicht zur gegen-Hass-Bundesregierung-stimmt-fuer-Pflicht-
be] Passwortherausgabe zur-Passwortherausgabe-4663947.html
Uber 38 Millionen Webseiten
x  Kontinuitat [WP_GC_shutdown] 2019-11  Wikipedia verschwanden als Yahoo! Geocities https://en.wikipedia.org/wiki/Yahoo! GeoCities (W]
abgeschaltet wurde
Was passiert wenn Wordpress.com
x  Kontinuitat [WP_WP_shutdown] 2019-11  Wikipedia insolvent geht? 77 Millionen neue Posts https://en.wikipedia.org/wiki/WordPress%2Ecom (W]
monatlich
. . https://rp-online.de/digitales/apps/rheinische-post-
o  Kontinuitat [RP_Wanews_na] 2019-11-27 Rheinische Post Keine Newsletter mehr via WhatsApp per-messenger-lesen-nachrichten-aus-nrw-aufs- [W]

erlaubt

smartphone_aid-9220693
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[FC20170316_OP_IN The future of the open internet — and our https://www.freecodecamp.org/news/inside-the-

0 NetzFreiheit _YH] FreeCodeCamp way of life — is in your hands invisible-war-for-the-open-internet-dd31a29a3f08/ (W]
Contract for the Web - A global plan of
. action to make our online world safe and )
0  NetzFreiheit [CFTW] CFTW empowering for everyone (initiated by https://contractfortheweb.org/ W]
Tim Berners-Lee)
I . e . GOOG and FB now have direct influence https://staltz.com/the-web-began-dying-in-2014-
0  NetzFreiheit [AS_WebDies] 2017-10-30 André Staltz over 70%+ of internet traffic. heres-how.html (W]
X  Soziale-Netze [Fediverse] Fedivers https://fediverse.party/ (W]
X  Soziale-Netze [Mastodon] Mastodon https://joinmastodon.org/ [W]
X  Soziale-Netze [Diaspora] Diaspora https://diasporafoundation.org/ (W]
- . Photo Sharing. For Everyone. A free and s
X  Soziale-Netze [pixelfed] PIXELFED ethical photo sharing platform. https://pixelfed.org/ [W]
X Messenger [Matrix] Matrix Matrix https://matrix.org/ [W]
X  Messenger [XMPP] XMPP XMPP/Jabber https://xmpp.org/ (W]
x  E-Mall [mail-in-a-box] Mail-in-a-Box Take back control of your email with this https://mailinabox.email/ (W]
easy-to-deploy mail server in a box.
With iRedMail, you can deploy an open
x  E-Mail [RedMail] iRedMail source, fully fledged, full-featured mail https://www.iredmail.org/ (W]
server in several minutes, for free.
A solution to quickly deploy and manage
Mai a complete email server, compatible with .
x  E-Mail [modoboa] modoboa latest standards and optimized for https://modoboa.org/en/ W]
delivery and reputation protection.
Plug it in at your home to read and write
x  E-Mail [own-mailbox] Own-Mailbox emails privately from anywhere in the https://www.own-mailbox.com/ (W]
world.
A guide to self-hosting your email on
o E-Mail [mail-server-guide] I\H/Ig\i’:lggr\?eurn Your Own FreeBSD using Postfix, Dovecot, https://www.cOffee.net/blog/mail-server-guide/ [W]
Rspamd, and LDAP.
. Posteo: E-Mail, Kalender und )
o E-Mail [Posteo] Posteo Adressbuch — griin, sicher, werbefrei https://posteo.de/de [W]
o E-Mail [Mailbox.org] Mailbox.org Sichere E-Mail & mehr https://mailbox.org/de/ W]
. Tutanota ist ein sicherer E-Mail-Service, )
o E-Mail [Tutanota] Tutanota kostenlos und ganz einfach zu nutzen. https://tutanota.com/de/ W]
o E-Mall [ProtonMail] ProtonMail Secure Email Based in Switzerland https://protonmail.com/ (W]
o E-Mall [FREE!] FREE! E-Mail und mehr. https://www.free.de/ (W]
Develop, test, and deploy your secure
X  Webseiten_Server [Site_js] Site.js static or dynamic personal web site with  https://sitejs.org/ [W]
zero configuration.
X  Webseiten_Server [FreedomBox] Freedombox The Internet Needs Freedom https://freedomboxfoundation.org/ [W]
X  Webseiten_Server [Junohost] Junohost you can easily manage a server for your https://yunohost.org/ (W]

friends
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Solid is the technically potent open-
x  Webseiten_Server [Solid] Solid source platform built to decentrrflllze the https://solid.mit.edu/ (W]
web. Inrupt is the company that’s helping
to fuel Solid’s success.
It's time to reset the balance of power on T
0 Non_DAT_P2P_Sys [Inrupt] Inrupt the web and reignite its true potential. https://inrupt.com/ (W]
. Resilience / resilient /
X P2P_Resilent_Bsp Widerstandsfahig
Digital Democracy works in solidarity with
x  P2P_Resilent_Bsp [DigitalDemocracy] DigitalDemocracy marginalized communities to use https://www.digital-democracy.org/ W]
technology to defend their rights
X P2P_Resilent_Bsp [DD_Waorani] DigitalDemocracy Waorani Territory Mapping Project \rllvt;[())sr;/i‘vi\;ww.d|g|tal-democracy.org/ourwork/ [W]
MAPEQO is a free digital Toolset for
documenting and mapping many type of
X  P2P_Resilent_Bsp [DD_Mapeo] DigitalDemocracy data. It is an offline-first open-source https://www.digital-democracy.org/mapeo/ W]
technology which makes it easy for many
to use.
o P2P_Resilent_Bsp
0 P2P_Resilent_Bsp [Peermaps] Peermaps https://peermaps.org/ (W]
0 P2P_Resilent_Bsp [mixmap] mixmap https://github.com/peermaps/mixmap [W]
x SSB [Scuttlebut] Scuttlebutt gl‘;‘#gfrg““ social network a decentralised . /sctiebutt.nz/ W]
X SSB [Patchwork] Patchwork Download https://ahdinosaur.github.io/patchwork-downloader/ [W]
X SSB [Patchbay] Patchbay Download https://github.com/ssbhc/patchbay/releases W]
X SSB [Manyverse] Manyverse For Android - A social network off the grid https://www.manyver.se/ (W]
Patchfox is a Secure Scuttlebutt client. It
is used in combination with a local https://addons.mozilla.org/en-US/firefox/addon/
x SSB [Patchfox] Secure Scuttlebutt server/daemon patchfox/ (W]
running on your local machine.
o SSB [SSB_Handbook] Scuttlebutt Scuttlebutt Handbook https://handbook.scuttlebutt.nz/ (W]
0o SSB [SSB_Apps] Scuttlebutt Scuttlebutt Apps https://handbook.scuttlebutt.nz/applications [W]
X SSB [DT_HP] Dominic Tarr Homepage https://dominictarr.com/ W]
X SSB [DT_Tw] Dominic Tarr Twitter https://twitter.com/dominictarr (W]
- ) @EMovhflrFk4NihAKnRNhrfRaglhBv1Wj8pTxJNgv
X SSB [DT_SSB] Dominic Tarr Scuttlebutt-ID CCY= ed25519 [W]
X SSB [AS_HP] André Staltz Homepage https://staltz.com/ (W]
X SSB [AS_Twitter] André Staltz Twitter http://www.twitter.com/andrestaltz [W]
o SSD [AS_TEDtalk] André Staltz It's time to build our own Internet https://www.youtube.com/watch?v=UjfWAbGfPhO
) @QICTpvY7p9ty2yOFrviIWU1AE88a0Qc4Y7wYal
o SSB [AS_SSB] Andre Staltz Scuttlebutt-ID 7PEctw=ed25519 W]
X Beaker_Browser [Beaker] Beaker A browser for the next-generation Web  https://beakerbrowser.com/ [W]
X  Beaker_Browser [BeakerDocs] A browser for the next-generation Web  https://beakerbrowser.com/docs/ [W]
X  Beaker_Browser [Beaker_Team] BeakerBrowser team https://beakerbrowser.com/about/ (W]

Page 5


https://solid.mit.edu/%20
https://inrupt.com/
https://www.digital-democracy.org/%20
https://www.digital-democracy.org/ourwork/waorani/%20
https://www.digital-democracy.org/mapeo/%20
https://peermaps.org/
https://github.com/peermaps/mixmap
https://scuttlebutt.nz/
https://ahdinosaur.github.io/patchwork-downloader/
https://github.com/ssbc/patchbay/releases
https://www.manyver.se/
https://addons.mozilla.org/en-US/firefox/addon/patchfox/
https://handbook.scuttlebutt.nz/
https://handbook.scuttlebutt.nz/applications%20
https://dominictarr.com/
https://twitter.com/dominictarr%20
@EMovhfIrFk4NihAKnRNhrfRaqIhBv1Wj8pTxJNgvCCY=.ed25519
https://staltz.com/
http://www.twitter.com/andrestaltz
@QlCTpvY7p9ty2yOFrv1WU1AE88aoQc4Y7wYal7PFc+w=.ed25519
https://beakerbrowser.com/
https://beakerbrowser.com/docs/
https://beakerbrowser.com/about/
http://www.twitter.com/andrestaltz

Dezentralisierung und Peer-to-Peer Systeme

InP  Abschnitt Marke Datum Wer Info Link
X  Beaker_Browser [Beaker_Apps] BeakerBrowser Apps https://explore.beakerbrowser.com/ (W]
Channel von Paul Frazee Uiber Beacker https://www.youtube.com/channel/
X Beaker_Browser [PF_YT] YouTube Browser. UCSkcL4my2wgDRFvjQOJzrlg W]
Hosting for the peer-to-peer Web. Keep
o  Beaker_Browser [Hashbase] Hashbase your files online, even when your https://hashbase.io/ (W]
computer is turned off.
An open protocol for building social Web
applications. Unwalled.Garden is a kind
X  Beaker_Browser [unwalled] UnwalledGarden of Sguped up RS.S' Evgry user has a https://unwalled.garden/ (W]
website, they publish their content as
files, and they subscribe to each others’
sites.
X  Beaker_Browser [PF_HB] Hashbase Paul Frazee https://pfrazee.hashbase.io/ (W]
Cocreator of @BeakerBrowser.
X  Beaker_Browser [PF_Twitter] Paul Frazee Javascriptualist. Previously Secure https://twitter.com/pfrazee W]
Scuttlebutt.
https://www.youtube.com/channel/
o Beaker_Browser [PF_YT] Paul Frazee Paul Frazees Youtube Channel UCSkeL4my2wgDRFvjQ0Jzrlg [W]
[PF_YT_BB_DevDiary . https://www.youtube.com/playlist?
o0  Beaker_Browser ] Paul Frazee Beaker Dev Diary on Youtube list=PL BND3AXbdG41mp1VbNL6HF IE3IBeb6wf [W]
[DAT] dat:// — a peer-to-peer protocol,
X DAT [dat_foundation] DAT community-driven project for distributed  https://dat.foundation/ [W]
- data synchronization
x DAT [DAT_how] DAT How dat works https://datprotocol.github.io/how-dat-works/ (W]
PeerLinks is a protocol for building
X  Weitere_P2P_Sys [peerlinks] PeerLinks “Distributed Secure IRC” (or distributed  https://peerlinks.io/ W]
Slack if you wish).
X  Weitere_P2P_Sys [cabal] cabal [c)leg%r-me}(geAr_lrr)nental P2p community chat https://cabal.chat/ (W]
. . . Secure peer-to-peer code collaboration . .
X  Weitere_P2P_Sys [radicle] radicle without intermediaries. (ipfs) https://radicle.xyz/ (W]
X  Weitere_P2P_Sys [anytype] anytype i(zfeer:]aetltng environment for the new https://anytype.io/ W]
. Peer-to-peer ephemeral public )
X  Weitere_P2P_Sys [aether] aether communities https://getaether.net/ (W]
X Weitere P2P_Sys  [libp2p] libp2p fl\;,l‘g)d“'ar network stack, libp2p (on https://libp2p.iof W]
A peer-to-peer hypermedia protocol
X  Weitere_P2P_Sys [IPFS] IPFS designed to make the web faster, safer, https://ipfs.io/ (W]
and more open.
Sprawl is an open protocol for creating
X  Weitere_P2P_Sys [Sprawl] Sprawl distributed marketplaces for absolutely  https://sprawl.io/ W]
anything.
x  Ende [Zombies] Thierry Ehrmann The Adobe of Chaos. License CC-BY 2.0 https://www.flickr.com/photos/home_of_chaos/with/ W]

https://creativecommons.org/licenses/by/2 4754601442/
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https://www.youtube.com/playlist?list=PLBND3AXbdG41mp1VbNL6HF_lE3lBeb6wf
https://dat.foundation/
https://datprotocol.github.io/how-dat-works/
https://peerlinks.io/
https://cabal.chat/
https://radicle.xyz/%20
https://anytype.io/
https://getaether.net/
https://libp2p.io/
https://ipfs.io/
https://sprawl.io/
https://www.flickr.com/photos/home_of_chaos/with/4754601442/
https://creativecommons.org/licenses/by/2.0/

Dezentralisierung und Peer-to-Peer Systeme

InP  Abschnitt Marke Datum Wer Info Link

X MehrDezentral [IndieWeb] IndiewebCamp The Indieweb is a people-focused

alternative to the "corporate web". hitps://indieweb.org/ (W]

We are a movement of people pioneering
X MehrDezentral [ReDecentralize] ReDecentralize technologies and governance models to  https://redecentralize.org/ (W]
redecentralize the web.

Data Terra Nemo is a technical
conference for hackers and computer

X MehrDezentral [DTN] DataTerraNemo scientists focused on distributed and https://dtn.is/ W]
decentralized systems.
https://www.youtube.com/channel/UCp-
0  MehrDezentral [DTN_YT] DataTerraNemo DTN YouTube Channel 7zAsouqg4LP4AxULhYhcg (W]
o  Sammler [PF_WBWP2P] Paul Frazee Why bother with P2P Btztgs://pfrazee.hashbase.|0/blog/why-b0ther-W|th- W]
o  Sammler [AS20171030WebDyi 2017-10-30 André Staltz The Web began dying in 2014, here's https://staltz.com/the-web-began-dying-in-2014- W]
ng] how heres-how.html
. . o https://player.fm/series/steal-this-show-1080424/
o  Sammler [STS_SP] 2018 Steal this Show Solarpunk Social’, with Scuttlebutt solarpunk-social-with-scuttlebutt [W]
. e The morning paper by Local-first software: you own your data, in https://blog.acolyer.org/2019/11/20/local-first-
o Sammier [MP_localfirs(] 2019-11-20 Adrian Colyer spite of the cloud software/ (W]
X Sammler [WP_SP] Solarpunk [S)Zlé’sggﬁnk is a Revolt of Hope Against https://en.wikipedia.org/wiki/Solarpunk W]
0  Sammler [Solarpunk] Imperial Boy Solarpunk http://tksn.sakura.ne.jp/ [W]
. . Glitch is the friendly community where il
o  Sammler [Glitch] Glitch everyone builds the web https://glitch.com/ W]
o . Create your own free website. Unlimited . .
o  Sammler [neocities] neocities creativity, zero ads. https://neocities.org/ [W]
o Katzenpost [Katzenpost] Katzenpost Traffic analysis resistant messaging with https://katzenpost.mixnetworks.org/ [W]

mix network
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https://indieweb.org/
https://redecentralize.org/
https://dtn.is/
https://www.youtube.com/channel/UCp-7zAsouqg4LP4xULhYhcg
https://pfrazee.hashbase.io/blog/why-bother-with-p2p
https://staltz.com/the-web-began-dying-in-2014-heres-how.html
https://player.fm/series/steal-this-show-1080424/solarpunk-social-with-scuttlebutt
https://blog.acolyer.org/2019/11/20/local-first-software/
https://en.wikipedia.org/wiki/Solarpunk
http://tksn.sakura.ne.jp/
https://glitch.com/
https://neocities.org/
https://katzenpost.mixnetworks.org/
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